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Abstract of the contribution: This paper proposes to remove the privacy section awaiting for input from SA3 that requires us to work on this, as per normal process.
Discussion
SA2#121 agreed to include the content of tdoc S2-174055 on TS 23.501: “Privacy considerations for network slicing” despite there was an objection on the grounds SA2 did not consider the interim agreements in 3GPP SA3 TR 33.899 documented in LS S3-171489 before concluding on this topic. The solution in this document, also, was partial as leaking of the same information can happen in many other ways (e.g. via the Temporary ID for those slices served by a dedicated AMF).  As a further background, while SA3 LS was not yet shared with SA2 as SA3 was still working on this LS while SA2#121 was ongoing, most companies were aware of this being the case as also Nokia, the objecting company, advised them to check this was the status with their SA3 colleagues. 
Specifically, the SA2 solution provides that:

“when the UE is aware or configured that privacy considerations apply to NSSAI

· the UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context

· the UE shall not include NSSAI in unprotected RRC signalling 

Editor’s Note: it is FFS how the UE is aware or configured that the network has privacy considerations for NSSAI information.

”

If sending the NSSAI to the RAN in RRC signalling is disabled, this prevents complete isolation End to End of network slices as not including the NSSAI in the RRC layer does not allow the RAN to route directly the NAS signalling of the UE to the right AMF group for the UE in an isolated slice. 

Thus, a rerouting via a default group of AMFs is required at every registration step where the Information in RRC layer like the Temporary ID is not allowing routing directly to the right AMF. An attentive reader can observe that when routing based on Temporary ID can substitute effectively NSSAI-based routing to identify the right AMF, the Temporary ID information and NSSAI information are equivalent from a privacy angle, and so may suffer from same privacy concerns when a AMF is dedicated to a certain NSSAI handling. So this would call also for changes to UE Temp ID role and handling.

On this matter this is what SA3 says in their interim agreements in S3-171552 based on a question in S3-171551:

IN S3-171551:

X.7.9 Questions and Interim Agreements for Key issue #7.8: Privacy protection of network slice identifier

X.7.9.X Privacy of slice identifier 


X.7.9.X.1 Description of Question

The UE may provide to the network (in the initial registration messages before any NAS protection is established) a slice identifier, e.g. network slice information (NSSAI), that can reveal both the slice type(s) the UE is connecting to and customer specific information. By this it is possible to associate a particular signalling message with a particular group of subscribers, e.g. a group of public safety users. But it may be unwelcome to let the public know about the presence of e.g. police agents in an area.

Thus, by the slice identifier a UE accessing a PLMN exposes the fact that he is authorized to use this PLMN and its user belongs to a distinct User Group. 
Question: Does the NSSAI need to be confidentiality protected?

X.7.9.X.2 Interim Agreement
IN S3-171552
4
Detailed proposal

Related to X.7.9 Questions and Interim Agreements for Key issue #7.8: Privacy protection of network slice identifier as approved in S3-171551.
Question: Does the NSSAI need to be confidentiality protected?
*********Start of change

X.7.9.X.2 Interim Agreement 

The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).
Nothing is stated on RRC signalling and SA3 does not say that NSSAI shall not be sent when NAS security context is not available. The way the requirement is formulated basically points to no special handling of the NSSAI information e.g. compared to UE IDs in the system today. Also, there is no hint to the fact that this interim agreement is subject to further study and this seems to be all that SA3 say about this topic.

OBSERVATION: If SA2, in contradiction with what SA3required, decided that for privacy reasons (assessed by SA2, not SA3) a UE would not send its NSSAI in the clear, then for similar reasons we should take many more measures 3GPP-wide like:

· a UE behaviour should not reveal the access class the UE belongs to, including any special/privileged Access Classes that could be mapped to a certain group of users or a certain slice type.

· A UE should not access any CSG cell or cells dedicated to a certain slice type

· SA2 should remove any association between the UE and the AMF(group) via the temporary ID

· If any Radio resources on the RACH were advertised to be associated to a certain slice or slice set, those could not be used.
· In general, any possible source of information that could be detectable over the radio interface including communication patterns that could be fingerprinted, should be avoided (as a reminder SA2 is working on Encrypted traffic detection – so one could detect communication patterns over the air that map to certain domain of application also)

· Usage of dedicated PLMNs for certain user groups (e.g. public safety or military) should be deprecated 
· Usage of dedicated frequencies or radio resources for certain user groups (including sidelink resources) should be deprecated 

· The DCN-ID should be inhibited for the same reason as NSSAI 

Proposal

It is proposed to approve the following change to text in TS 23.501. Any Privacy aspects should be aligned with the agreements SA3 is able to reach on this matter. 
>>>Start Changes<<<
5.15.5.4
Slice Privacy Considerations
Editor's note:
This clause is to be considered Void till SA3 state they explicitly require omission of NSSAI from RRC layer for privacy reasons and not just as their TR 33.899 agreement “The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).”
In order to support network-controlled privacy of slice information for the slices the UE accesses, when the UE is aware or configured that privacy considerations apply to NSSAI:

-
The UE shall not include NSSAI in NAS signalling unless the UE has a NAS security context.
-
The UE shall not include NSSAI in unprotected RRC signalling.
Editor's note:
it is FFS how the UE is aware or configured that the network has privacy considerations for NSSAI information.

Editor's note:
it is FFS whether considering slice privacy has impact on the allocation and management of the 5G GUTI and whether security considerations need to be studied by SA WG3.
>>>End of Changes<<<
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